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Introduction 

As a school, with a duty of care for young people and as parents, it is essential that we 

recognise the growing use of social networking sites and apps among young people. Most 

are used positively by students in their own time to communicate among friends, which we 

acknowledge. 

Sadly, there is a negative aspect to social networking, in particular relating to the 

inappropriate use of them as well as cyber bullying and the use of forum websites.  

This booklet is designed to make you aware of the sites/apps that are in the public domain, 

some of the language used and, most importantly, make sure you are aware of what we do 

in the event of being told about an incident that may occur through social networks. 

Risks posed to our students 

These risks are faced by users of social 

network sites/apps. Please be aware of 

how your child can be affected. 

 Access to illegal, harmful or 

indecent images or other 

content. 

 Unauthorised access to/loss of/ 

sharing of personal information. 

 The risk of being subject to 

grooming by those with whom 

they make contact through social 

networking. 

 The sharing/distribution of 

personal images without an 

individual’s consent or 

knowledge. 

 Inappropriate 

communication/contact with 

others, including strangers. 

 Cyber bullying. 

 Access to unsuitable 

video/internet games. 

 Inappropriate websites. 

 Losing control over pictures and 

videos. 

 Online reputation. 

 Overuse/addiction. 

 Viruses hacking and security. 

 

Website/App Information 

Please be aware that this is only a handful of 

sites/apps that we feel parents need to be aware of 

and we urge you to familiarise yourself with them if 

your child is using them. 

                  

               

                       

 

Useful Websites for Advice and 

Support 

www.childline.org.uk 

www.NSPCC.org.uk 

www.thinkuknow.co.uk 

www.childnet.com 

www.kidscape.org.uk 

                                                                     

 

http://www.childline.org.uk/
http://www.nspcc.org.uk/
http://www.thinkuknow.co.uk/parents
http://www.childnet.com/
http://www.kidscape.org.uk/


Ten Things Of Which You Should Be Aware 

 

1. What is Cyber-bullying? Cyber-bullying is a very specific form of inappropriate 

behaviour. It is the use of electronic communication to bully a person, typically by 

sending messages of an intimidating or threatening nature. This is different from 

children falling out with their friends. 

2. Don’t ever give out your own or your friends’ personal information. This tip is for 

any kind of cyber/text/phone/gaming/online communication. Make sure your child 

doesn’t make yours or their own personal information public – always check privacy 

settings on the sites they are using. 

3. Digital Footprint. Help your child understand that they need to be careful what they 

put out on/share through the internet and apps. Picture/comments and any other 

information you put out through the internet or an app might stay there forever. So 

make sure they think carefully before they upload or send. 

4. Make sure you understand the app! Ask your children what sites/apps they are 

using. All apps/ website/social networking sites/gaming sites have different settings. 

Make sure you know the privacy/safety settings and how the app/site works. If the 

app automatically posts pictures into the public eye, is it something you really want 

your child using?  

5. You CAN block and report people. If your child has a bad experience online, they are 

able to block that person and report them to protect themselves from any more 

contact with that person. 

6. Have conversations with your child about how they are using social media. Just like 

in the real world if your children went out with friends or to a youth event or club. 

Ask how are things going, is there anything they want to talk about? Do they know 

they can come and talk to you or someone at school if things go wrong? 

7. Keep talking to your child. If your child tells you they are being cyber-bullied or are 

worried, upset or scared about an issue relating to this then talk to them and record 

what happened and when. This helps to build up the evidence. 

8. Save evidence. If you are having a problem with someone online then you might 

think deleting the comments/images will make you feel better. But, if you do want to 

report the person – the best thing you can do is SAVE the evidence – screenshot the 

comments and save them somewhere else.  

9. Policing the internet. If you find your child is in a situation where they feel 

frightened or upset by bullying or bad behaviour on the internet or through an app 

then you can go to the police. Some kinds of bad behaviour online are seen as 

harassment and the police can help in some cases.  

10. Making sure it is resolved. Once interventions have been put in place it is important 

to keep checking to make sure that your child feels safe. 

 

 



If you are concerned about an E-Safety issue 

In the first instance, please contact Mrs Anglim (Lower School) or Mr Duckworth 

(Upper School). We will then speak to the student(s) concerned and offer advice. We 

may also refer you child to websites, which offer support. If a student is found to 

have inappropriately used a site/app or acted as a cyber-bully to another student, 

sanctions will apply in line with the School Behaviour Policy. 

In the event of the incident being related to a safeguarding concern, we have clearly 

defined safeguarding procedures in place. Mr Almond is the Designated Senior 

Leader. 

If concerns are raised by students in school, we will follow school procedures where 

appropriate and will log all E-Safety concerns. 

If your child is subject to cyber bullying we would request your support in 

encouraging them to provide us with evidence of the incident (e.g. screenshots) as 

well as whether he/she has any indication of who is possibly behind it. 

 

Sharing of pictures 

We have a growing concern over students sending 

indecent photos through the use of social networking, in 

particular through Snapchat and Instagram. More 

worryingly that students feel it is ok to send indecent 

photos as long as they know the person.  

Along with your help we need to make students aware of the following. 

 Some people make you think they are your friend, boyfriend or girlfriend, and may 
ask for photos but really they are using you and will change once they have gained 
the photos. 

 Some people will try and make you feel special in order to gain photos of you. E.g. 
paying you compliments and sending gifts. 

 Some people use pressure and threats to try to gain photos of you. 

 Once you have sent a photo you have no way in knowing who is looking at those 
personal pictures. 

 If the images end up in the hands of someone with bad intentions, they may be used 
to attempt to manipulate you and blackmail you. 

 Once something is online it is very difficult to remove. Images become part of your 
‘digital footprint’. 

 It is illegal to take, possess or share indecent images of anyone under 18 even if 
you’re the person in the picture and it could lead to police prosecution. 
 

Students MUST be aware that none of this is tolerable and that there is support if they are 
subject to anything of this variety. 

Moreover to avoid a situation that could occur from sending a picture that they DO NOT 
send it in the first place.  


